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Project Four: Overview

Title: “Project Four: Installing And Configuring The
Network ”

Points: 50 points

Due Date: Friday March 215t by 11:59 pm (WebCourses
time)

Objectives: To create and configure a small network of
computers to be used for practicing system administration
activities in subsequent projects.
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Project Four: Overview

 In this project you will install and configure several different virtual
computers into a network that will be used in subsequent assignments
for practicing various system administration activities.

* In this project you will create two server systems and one client
system. The servers will be running Windows Server 2008 and the
client will run a Windows based OS. I'm using Windows Vista
Business for my client, but you can choose any non-server based
Windows OS you’d like for your client system.

Ghe pages that follow explain the details of the project, stepping you through
the actions of a system administration installing and uninstalling server roles.
In the various callouts, the items that appear in bold green text require you to
do screen captures and/or answer questions. These screen captures and

Gnswers will constitute your submission for this project. y
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Project Four: The Scenario

In this project you will build a virtual demonstration network named
SAVN.local for a fictitious company, System Administration

Virtual Network Company (SAVN).

SAVN is a virtual (fictitious) company headquartered in Orlando. In
the past, the company has relied on several independent desktop
computers to manage their assets. = SAVN has grown, and
management has come to realize that the company could benefit by
Implementing a network.

As the IT manager for SAVN, implementing the network will be your
responsibility.

As a user of Microsoft software, SAVN will build its network around
Microsoft Windows Server 2008. SAVN utilizes Microsoft Vista
Business as its desktop operating system of choice.

¢
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Project Four: The Scenario

« Although there are a number of different ways to implement a
virtual network design, we’ll make this project focus on the three
roles found in all networks (1) designing the network configuration,
(2) verifying IP configurations and (3), implementing centralized,
secure management of the network.

* In this project, I’ve designed the network configuration that we’ll
use and you will implement it using virtualization.

« The initial network diagram is shown on the next page.

« Mark-Server 1 and Mark-Server 2 are virtual machines
running Windows Server 2008. Mark-Client 1 IS a virtual
desktop computer running Microsoft Vista Business.

« These machines will communicate with one another over a local

virtual network.
7
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Virtual network switch

Mark — Server 1
domain controller

Mark — Server 2
file server

Mark — Client 1
desktop client

~

Host computer — Your machine

Physical network switch

{ The SAVN network

v
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Mark-Server 1 Role — Domain Controller

e Mark - Server 1 IS the virtual machine that manages the
savn.local domain.

« Recall from our discussion of Active Directory that a domain is a
logical group of computers that shares access to network resources
with centralized administration and security policies.

e Mark - Server 1 Is the domain controller — the server that
responds to security authentication requests within the Windows
Server 2008 domain. The domain controller is the server that
essentially makes networking (at least in a secure fashion)
possible.

* You will ultimately implement the domain controller role by
promoting Mark - Server 1 to function as the domain

controller for the SAVN network.
#
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Mark - Server 1 Role — Domain Controller

* Recall that ADDS uses the Domain Name System (DNS) to
maintain domain naming structures and to locate network
resources.

« DNS maintains a database of IP addresses and host names and
ADDS is designed to take full advantage of DNS’s powerful
capabilities, so ADDS names must follow standard DNS
naming conventions.

« You will implement the DNS role on Mark - Server 1 for
the savn.local domain as part of establishing Mark -
Server 1 asadomain controller.

o
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Mark - Server 2 Role — File Server

« Mark - Server 2 Wwill serve as a file server, meaning it is

the computer system responsible for the central storage and
management of data files so that other computers on the
savon.local network can access these files.

« To take advantage of ADDS security features, you will need to
joinMark - Server 2tothe savn.local domain.

« Asadomain member, Mark - Server 2 can coordinate the
security access of its files with the domain controller (Mark -
Server 1).

#
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Mark - Client 1 — Desktop Client

e Mark - Client 1 1Is a desktop client that will use software

applications to access various system resources, including folders,
and files on the network file server (Mark - Server 2).

« Mark - Server 1, with ADDS and DNS, helps locate network

resources and controls security access to these network resources.
Mark - Server 2 holds the data that Mark - Client 1°’s

applications require.

IMPORTANT !'I'!

You'll need to download the .iso image for Microsoft Vista Business (or
any other Microsoft Windows-based client OS you'd prefer) from

DreamSpark using the same procedure you utilized to download the
Server 2008 .iso image.

#
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Operating System Requirements

« When planning for RAM and hard disk space requirements, you
need to take into consideration the role that the particular virtual
machines will be playing in your network.

« The table below presents a summary of these two critical variables
for the virtual machines in the savn. local network.

Virtual OR) RAM Virtual Hard OS hard disk
Machine requirement Disk requirement
Requirement

Mark - Domain Windows 640 MB 65,536 MB 65,536 MB
Server 1 controller Server 2008
Mark - File server Windows 512 MB 65,536 MB 16,384 MB
Server 2 Server 2008
Mark - Desktop Windows 512 MB 65,536 MB 65,536 MB
Client 1 Vista

Business
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Operating System Reguirements

« Two configuration settings stand out when compared to the Microsoft
recommendations that will appear when you set up the virtual
machines.

« Because Mark - Server 1 serves as a domain controller, it

requires 640 MB of RAM to run Windows Server 2008. Microsoft
recommend 512 MB of RAM, the extra 128 MB of RAM for Mark

- Server 1 will provide better performance for this specialized
application server.

 Because Mark - Server 2 Is a file server, special partition

allocations are recommended. Although you will create a virtual hard
disk of 65536 MB for Mark - Server 2, you will allocate only

16384 MB for the OS. This is done to split the OS files from the data
files. We’ll worry about this partitioning later.

([
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Project Four: Details — Step 1

The first step Is to create two virtual servers each running Windows
Server 2008 and a client machine running a Windows based OS (not a
server OS). If you kept the server that you created for Project Four,
this server can be used for one of the servers. For the virtual systems
used in this project use the naming conventions shown below:

-~

\_

IMPORTANT !

Create the virtual machines with the following naming conventions:

Your first name - Server 1
Your first name - Server 2
Your first name - Client 1

~
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Project Four: Details — Step 2

« Once your three virtual machines have been created, you need to
configure them into a network where each of the virtual machines
will be able to communicate with each other.

« While Mark - Server 1 can act as a gateway to your host

computer in order to gain Internet access, this won’t really be
required for anything that will be doing.

« Thus, for all three virtual machines, we will configure them to use
Host-Only  Networking. This limits a virtual machine to
communicate with only the physical host on which it resides and to
other virtual machines running on the same host. This type of
networking is most useful when you need multiple virtual machines
to be able to communicate with each other, but prevent the virtual
machines from directly communicating with any other systems.

¢
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Project Four: Details — Step 2

As with previous projects, I'll be illustrating the steps you need to
perform using VMware Player. If you are using another
virtualization product the exact procedure to follow may be different,
but you want ultimately to achieve the same effect as illustrated.

To configure the virtual machines to use host-only networking in
VMware Player, from the VMware Player window for a virtual
machine that is running, select the “Virtual Machine” list at the top of
the window and then select the “Virtual Machine Settings” option
(it’s the first one in the list).

Under the “Hardware” tab, highlight the “Network Adapter” entry
and choose “Host-only” as shown on the next page.

Do this for each of your three virtual machines.
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Wirtual Machine Settings

Hardware | Options |
. Device status
Device Sumrmary
| Connected
2 Memory 1024 MB =
&% Processors 1 Connect at power an

le—JHard Disk {SCSI) 40 GBE
(=)CD/OVD (IDE)  Auto detect
EI Floppy Auto detect

Metwork connection
i) Bridged: Connected directly to the physical network

1L Metwork Adapter  Host-only [ |replicate physical network connection state
EI;ISE Zﬂgh’:;ller z.retsuegttect () MAT: Used to share the host's IP address
I Sound Car uto de _
. @ Host-only: A private network shared with the host
@Prlnter Present

B pisplay Auto detect

ok || cancel |[ Help
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Project Four: Detalls — Step 3

The next step in this project is assigning the IP addresses for the
machines that will make up the virtual network.

To ensure reliable communication between the virtual machines, we
will employ static IP addressing.

The table on the next page illustrates the IP addresses that will be
used for each virtual machine in our network.

To configure these static IP addresses, follow the steps beginning on
page 19.

#
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Project Four: Detalls — Step 3

Virtual machine/ Assigned IP Subnet mask Gateway address DNS address
Computer address

Mark — Server 1 192.168.0.101 255.255.255.0 192.168.0.1 192.168.0.101
Mark — Server 2 192.168.0.102 255.255.255.0 192.168.0.1 192.168.0.101
Mark — Client1  192.168.0.103 255.255.255.0 192.168.0.1 192.168.0.101
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Project Four: Detalls — Step 3

The steps are essentially the same in all of the machines whether they
are servers or clients, so | only provide an example for Mark-
Server 1.

From the Control Panel, select the Network and Sharing Center.

Click View Status under the Local Area Connection.

Tasks Network and Sharing Center
View computers and devices View full map
Connect to a network

. et
Set up a connection or network i L LI

LEa h‘.—
Manage network connections . ) —
WIN-95I823E5LL3 Unidentified netwark Internet
Diagnose and repair {This computer)

o

&' Unidentified network (Public netwaork) Customize

Arcess Local anly \
Connection

Local Area Connection View status

3 Sharing and Discovery
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Project Four: Detalls — Step 3

« A smaller dialog box will appear that is concerned with the Local
Area Connection Status.

 Click the Properties button on the lower left side of this box.
|

General |

Connection

IPv4 Connectivity: Local
IPv& Connectivity: Limited
Media State: Enabled
Duration: D1=10:14

1.0 Gbps

Sent — L____,. ——  Received

P

g

Packets: 68 | 13

I@I Eroperﬁesl @l Disable | Diagnose |

Close |
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Project Four: Detalls — Step 3

* A new dialog box listing the Local
Area Connection Properties will
appear. Deselect (uncheck) both Neworng |
Internet  Protocol  Version 6 Comedtusng

| % Intel(R) PRO/1000 MT Network Connection

(TCP/IPv6) and Internet Protocol
VerSiOn 4 (TCP/I PV4)- Thiz connection uses the following tems:

& Client for Microsoft Networks

Then select (check) Internet ¥ J210S Packet Schedier

.@ File and Printer Sharing for Microsoft Networles

Protocol Version 4 (TCP/IPv4). (] = Itemet Protocol Versin 6 (TCP/IPv)
B Intemet Protocol Version 4 (TCP/1Pwd)
& link-Layer Topology Discoveny Mapper /0 Driver

After reselecting Internet Protocol ¥ 4. Link-Layer Topclogy Discovery Responder
Version 4 (TCP/IPv4), click the
Properties button.

Configure...

lostal NS Properties

Description
Transmission Cortrol Protocal/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.
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Project Four: Detalls — Step 3

For each virtual machine complete
the entries in this new dialog box
according to the table shown on
page 18.

Use the tab button to move from
field to field and entry to entry. If
an IP address field does not include
3 digits, you can use the arrow key
or the tab key to move to the next
entry.

When the dialog 1is filled in
correctly, click the OK button.

Internet Protocol Version 4 (TCP/IPv4) Pro

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtsin an IP address automatically

2

—{%" lige the following IP address:

IP address: | 192.168. 0 . 101
Subnet mask: | 255 .255.255. 0
Default gateway: I

£ obbain DN server address automatically

—{% Use the following DNS server addresses:

Preferred DNS server: I 192 . 168 . 0 . 101

Alternate DMS server: I

Advanced... |

Repeat this step for each virtual
machine.

= - |

Cancel |
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Project Four: Details — Step 4

The next step for each virtual machine is to turn on network discovery
and file sharing.

Return to the Network and Sharing Center and turn on both of these
features for all three of your virtual machines.

=101.x]
|@(_\’F |:f + Control Panel ~ Netwaork and Sharing Center - m] ISEE":"‘ [El

File Edit WVew Tools Help
WIN-95I828E5LL3 Unidentified netwark Internet
Tasks (This cormputer)

View computers and devices

Connect to a network _&' Unidentified network (Private network) Customize

Set up a connection or network Access Local only

Manage network connections Connection Lacal Area Connection View status

Diagnose and repair

Metwork discovery @ Custom

2 Sharing and Discovery \
Q

~
File sharing @ On j
-

Public folder sharing @ Off J

Printer sharinn o OFF - |
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Project Four: Deliverables — Step 5

Once you have the three virtual machines installed and their IP
addresses correctly figured, the next step of this project is the
verification that the virtual machines can all communicate with each
other, as well as the verification that the machines are properly
configured.

You will need to take several different screen shots that verify the
correctness of your network configuration and the communication
between the various machines.

To verify the network/virtual machine configurations, you will need to
open a Command Prompt window in each of the virtual machines and
Issue a ipconfig /all command. There may be a fair amount of
output from this command. We are most concerned with the top part
of the listing so be sure that is what is included In your screen shots.
This is illustrated on the next 3 pages.

([
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Mark - Server 1 - VMware Player File  Yirtual Machine = Help ~ Project FOUI" Deliverables

"
E 1. Do a screen capture of the output of an
. inconfig /all command for each virtual

machine.
CislzerssAdminiztrator . WIN-?51828ES5LL3 »ipeconfig ~sall

e+, Administrator: Command Prompt

Recyde Bin

Vindows IP Configuration

UIN-2S1828ESLL3

Host Hame . .
Primary Dns= Eufflx

MHode Type . . : : Hyhrid
IP Routing Enahled - Mo
WINS Proxy Enabled. . . Mo

Ethzrnet adapter Local Area Connection:

Ennnectlun—specific DHS Suffix
Description . . .
Phuzical Hddress - e .

DHCP Enabled. . . . . .
Autwconf iguration Enahled .
IPv4 Address. . . . . .

Subnet Mask . .

Intel{R> PRO-188H8 HT Metwork Connection
Be-aCc-22-AD-AF-16

Mo

Yes

172.168.8.181 {Preferred?

255.255.255.A

Default Gateway . . . . 0.0.0.0
DHS Servers . . - . 172 .168.8.181
MHetBIOS over Tcplp - Enahled

Tunnel adapter Local Area Connection= 8:

Media disconnected
isatap.{F?D52E?9-AAPA—4335-B124-BFAFBAZ2D2
HH—-BAH—-BH-AB-AB-H8-A0—-ER

Media State . .
Connection— speclfln DHS Sufflx
Descriptivn . - . . . .

942%
Physical Address. . . .
___§

-
Orstart| | 3 omm =3 Adly Dy Wiy %:43aM

To direct input to this vitual machine, press Ct jos '\Eb
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Maric- Server 1 - Vilware Player B » Aitislfecine T BER . ['B oot Four: Deliverables

2. Do a screen capture of the output of ping
commands from each virtual machine to

[+ Administrator: Command Prompt every other virtual machine.

Microzoft Windows [Uerzion 6.0.6AA1]
Copyright (c) 2086 Microsoft Corporation. All rights reserved.

C:slserssAdministrator WIN-28I828BES5LL3 »ping 192.168.8.182

Pinging 172.168.8.102 with 32 hytes of data:

Reply from 192.168.8.182: hytes=32 time=32ms TTL=128 Mark-Server 1
Reply from 192.168.0.182: bytes=32 time=3Yms TTL=128 ;
Reply from 192.168.0.102: hytes=32 time=34ms TTL=128 successfully pings
Reply from 192 _168.8.1082: bhytez=32 time=2imz TTL=128 Mark-Server 2

Ping statistics for 192.168.8.182:

Packets: Sent = 4. Received = 4, Lost = B (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 2ims, Maximum = 37mz. Average = 3ims

C:slUserssAdministrator . WIN-28I828BES5LL3 »ping 192.168.8.183

Pinging 172.168.8.103 with 32 hytes of data: _
Reply from 192.168.0.183: hytes=32 time=ims TTL=128 Mark-Server 1
Reply from 192.168.0.183: bytes=32 time<ims TTL=128 SUCCGSSfU”y pings
Reply from 192.168.0.1683: bhytes=32 time<ims TTL=128 Mark-Client 1
Reply from 192.168.0.183: bytes=32 time<ims TTL=128

Ping statistics for 192.168.0.183:

Packets: Sent = 4. Received = 4, Lost = B (8% loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = 1mz,. Average = Bms

C:slserssAdministrator . WIH-9SI1828ESLL3 >

EX Administrator: Comm... = |:| V) IE'E:}:; .37 AM

To direct input to this vitual machine, press Ci+G.
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B[ hetwork tap Project Four: Deliverables

: 3. Do a screen capture of the network map as
7 = Control Panel = MNetwork M
K ()O m R - / viewed from each of the virtual machines.

Fil File Edit WView Tools Help I'4

Tasks @
View computers and devices

Diagnose and repair

Why are some computers and b |
devices missing? Hu
WIN-HWOYLI9WOKI
See also
Metwark and Sharing Center
f*smrt| |G m | & Administrator: Co... | & Network % Networkand Shar... || %Y NetworkMap |5 §g WU s:53AM

=lef=kolo e vmware
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Project Four: Deliverables — Step 5

 You should ultimately produce a set of nine (9) screen shots as the set
of deliverables for this project.

« Specifically the screen shots are:

Mark - Server
Mark - Server
Mark - Client
Mark - Server
Mark - Server
Mark - Client
Mark - Server
Mark - Server
Mark - Client

1, ipconfig /all output

2, ipconfig /all output

1, ipconfig /all output

1, successful ping to other two VMs
2, successful ping to other two VMs
1, successful ping to other two VMs
1, network map

2, network map

1, network map
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